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“Email has become

an important source

of information in a

lawsuit...As a result a

well managed email

archiving system is vital

to an organization’s
ability to mitigate legal
risks from a lawsuit.”

Michael Osterman
Osterman Consulting
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Introduction

Microsoft Exchange Server 2007 is one of the leading enterprise messaging applica-
tions. Exchange 2007 was released in early 2007 and it delivers new advances in
performance, scalability, security, and mobile messaging support. It follows in a long
line of very successful Exchange Server versions dating from the early 1990’s. Further
improvements to the Exchange Management Console and added functionality to data
protection became available with the recent release of Exchange 2007 Service Pack 1
in the fall of 2007.
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Exchange 2007 delivers significant improvements with respect to addressing avail-
ability and compliance requirements. Third-party solutions offer customers added
value that compliment Exchange functionality in order to fully meet ever increasing
Regulatory and Data Protection requirements. This white paper is intended to intro-
~ duce Mimosa Systems and its product NearPoint for Microsoft® Exchange Server
and will describe how NearPoint complements and extends Exchange 2007 and
how it adds important benefits for compliance, storage management, and recovery.
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Mimosa NearPoint is a next generation email archiving solution that delivers
archiving, eDiscovery, recovery, disaster recovery, and storage management in a
single integrated solution. For managing Exchange Server 2007, NearPoint performs
multiple important functions that improve Exchange overall performance:
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Adds powerful tools for legal discovery

Stores email in a compliance archive

Extends native Exchange recovery capability

n the sections that follow, each area where NearPoint complements and extends
native Exchange capability will be discussed. After reading this paper, you will gain
. adeep understanding of the many important benefits NearPoint delivers for Exchange
2007.
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Mimosa NearPoint |
supports Exchange |
2007 in the key areas of |




Compliance Support

For compliance, Mimosa NearPoint stores not only all Exchange email and attach-
ments, but also other information like calendar, tasks, and contact data in an indexed
archive that meets all laws for regulatory compliance. Very importantly, NearPoint extends
Exchange 2007 retention capability and provides enterprise-wide policy enforcement
that is managed at the server level, thus preventing user intervention. Mimosa NearPoint
integrates with Exchange 2007 folder level retention, called Managed Folders. While
Exchange 2007 offers new functionality, there are specific compliance requirements that
natively cannot be met by Exchange 2007 alone.
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To help understand the shortcoming of Exchange 2007 for compliance, this short
description is provided by noted Exchange MVP, Paul Robichaux.
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‘ Exchange 2007 does deliver some very useful and important new features
that can help implement better archiving and compliance, but they may not be
sufficient to completely implement an archiving and compliance solution.

= Exchange itself is not an archive. It can search, filter, retain, and expire
content that’s already in Exchange, but it doesn’t have any tools for importing
existing information from PST files or other sources.
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= Exchange leaves retention decisions up to the user. Users are free to drag
messages into managed folders, but they’re equally free not to.

®

e Because Exchange isn’t an archiving solution, it doesn’t include tools to
provide tamper detection for stored data (apart from the checksum mecha-
nisms used to ensure integrity of the message databases), and it doesn’t
natively support non-rewritable storage.

= The journaling support in Exchange can capture messages at the time

they’re sent or received, but it doesn’t capture context, and it places an
1 additional load on the mailbox serves that are responsible for the journal-
ing operations.
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< The greatly improved Exchange content indexer can only index Exchange
data that’s currently in a mailbox somewhere. It can’t index historical data
or data from other sources.

Mimosa NearPoint preserves and manages all Exchange information in its secure,
indexed archive for compliance. NearPoint manages retention and disposition policies
which are administrator applied and administrator managed. NearPoint guarantees
that email data is kept for the time period specified by the compliance policy. Data
security is provided with embedded tamper detection and activity tracking. For financial
companies who must comply with strict SEC rules for non-erasable, non-rewriteable stor-
age, NearPoint supports the EMC® Centera™ compliance storage device.
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Legal Discovery

Exchange 2007’s search capabilities have been greatly expanded as compared to
previous versions. The full-text indexing engine is up to 35 times faster, and fast full-text
search is available from within Outlook 2007 and Outlook Web Access 2007. There’s
also a command-line utility that allows you to search for specific terms across multiple
mailboxes, after which you can move any retrieved messages to a SharePoint site or a
mailbox.
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Mimosa NearPoint extends the native Exchange 2007 search capability in two key
ways. First, NearPoint manages a complete copy of all current and historical email,
both which can be accessed quickly and easily with a single search. Customers who
rely on Exchange for discovery will have to restore email from backup tapes to search
historical email, which is a costly and time-consuming exercise. NearPoint provides
- organizations one place to search email, a solution that saves time and money.
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Secondly, NearPoint provides powerful search tools that auditors can use to search
across multiple mailboxes. The Exchange search tool is a command line utility available
from the Exchange System console, which has to be run by the Exchange administrator.
Rather, the NearPoint search tool is a GUI that allows for easy search using wild cards,
Boolean logic, proximity search, and specification of multiple email properties. Near-
Point search results can be sorted and results exported in a PST files for easy transport.
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For legal workflow, the NearPoint eDiscovery Option is an add-on product for

NearPoint that enables you to reconstruct complex events and understand user behavior

for litigation support and investigations. It offers efficient collaboration capabilities so

you can search, share, hold, review, and tag results for export and it also exports search
- results in PST files, which can be given to internal or external parties. The NearPoint
eDiscovery Option allows IT to put litigation and investigations in the hands of the cor-
porate legal or HR team which is where it belongs.
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Retention and Disposition

A new feature of Exchange 2007 is the ability to manage email retention at the folder
level. Administrators can configure retention settings for folders and messaging types
making disposition of message content automated. The Exchange 2007 folder level
retention feature is user-driven, which means that end users will have to move emails to
specific folders if they need to be retained or fall under a specific policy.
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Mimosa NearPoint can be used in combination with Exchange 2007 folder level reten-
tion policies, however, and can enable organizations achieve full compliance for the
most stringent regulations. NearPoint will seamlessly adopt the same folder level reten-
tion policies on Exchange Server as the email archive. The benefit is consistent retention
and disposition across Exchange and the NearPoint archive.
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.~ Mimosa NearPoint manages its retention settings based on enterprise-wide, server-
based controls that cannot be circumvented by users. Policies are defined at the mailbox
level and can be further defined by folder and Message Class. NearPoint will enforce
the folder retention policies and not allow user intervention; an important requirement
for compliance.

Should litigation arise, NearPoint provides a Retention Hold policy that freezes all reten-
tion for a given user until released by the Administrator. This is a mailbox level retention
hold that is managed on the NearPoint Administrator Console. The NearPoint eDiscov-
ery Option allows for message level retention hold, an additional feature important for
legal workflow.
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Mimosa NearPoint |
manages its retention |
settings based on
enterprise-wide, server
based controls that |
cannot be circumvented |




Mimosa NearPoint supports Exchange during transition by reducing mailbox size and
by protecting mailbox data. To reduce the total transition time, mailbox information
on the source Exchange server can be reduced when the mailboxes have been fully
archived by NearPoint. Take a typical Exchange 2003 environment. With NearPoint
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~ Exchange Migration
| deployed, all Exchange 2003 mailbox information exists in the NearPoint archive. The

<
i administrator can reduce the mailbox size on Exchange Server using native Exchange z
tools to groom mailboxes to a fixed size (e.g. 100 MB) or a fixed time period (e.g. 12 m
. months). Transition goes more quickly with reduced mailbox size. O
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Figure 1. NearPoint co-existing with Exchange 2003 and 2007 Servers during
transition

Should any problem occur during transition to the mailbox information, full mailbox re-
. covery can be performed using NearPoint. Using NearPoint, Administrators can enjoy a
faster migration with smaller mailboxes and with no risk of losing mailbox information.
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Local Recovery of Exchange 2007

For local Exchange recovery, Exchange 2007 supports Local Continuous Replication
(LCR). LCR copies Exchange log files locally and provides on-host data redundancy,
reduced backup requirements and improved database recovery. LCR performs on-host
and is restricted to a Storage Group containing a single database. LCR consumes local
CPU and server resources and should be used with careful planning.
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Mimosa NearPoint performs continuous data protection for Exchange based on the
Exchange Transaction Log files. It improves Exchange recovery by supporting all ver-
sions of Exchange 2000, 2003, and 2007 and it has no restrictions on Storage Groups
or Mailbox Stores. And very importantly, NearPoint performs entirely off-host and does
not impede Exchange Server performance. NearPoint can restore a complete Exchange
database, mailbox and it can restore individual messages/folders.
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In summary, NearPoint extends and improves Exchange recovery as follows:
= No restrictions on Storage Groups or databases
= Simple “one-click” recovery procedures; no need to learn new command shell

= End Users can restore individual messages via Outlook (and OWA)
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« NearPoint will co-exist with LCR and SCR if desired

®
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Mimosa NearPoint !

Continuous Application
Shadowing improves
Exchange recovery by
supporting all versions of '
Exchange 2000, 2003 |
and 2007 and it has no |
restrictions on Storage
Groups or Mailbox
Stores.




Local Failover of Exchange 2007

For local Exchange failover, Exchange 2007 supports Cluster Continuous Replication
(CCR). CCR uses the database failure recovery functionality in Exchange 2007 to
enable the continuous updating of a second copy of a database with the changes that
have been made to the active copy of the database on a passive Exchange Server
host. During installation of the passive node in a CCR environment, each storage group
and its database is copied from the active node to the passive node. This operation
is called seeding, and it provides a baseline of the database for replication. After the
initial seeding is performed, log copying and replay are performed continuously. In a
. CCR environment, the replication capabilities are integrated with the Cluster service to
 deliver a high availability solution.
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Mimosa offers a less complex and less costly alternative to Exchange 2007 CCR with
- the NearPoint Disaster Recovery Option. The NearPoint DR Option replicates the
Exchange database files managed on the NearPoint server to a standby Exchange
Server without requiring complex (and expensive) clustering support. The NearPoint DR
Option provides a built-in solution for protecting Exchange data in a cost-effective and
easy to manage solution.

Mimosa NearPoint improves disaster recovery for Microsoft Exchange Server.
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= Flexible, cost-effective configuration allows for less costly server, commodity storage
and network provisioning

®

< Non-invasive to Exchange; does not require any agent software installed on
Exchange

= Easy management; no complex WAN cluster management

= Failover is fully automated without scripts or manual steps
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Mimosa offers a less |
complex and less costly
alternative to Exchange |




Remote Failover of Exchange 2007

Exchange 2007 SP1 delivers a new data protection feature called Standby Continuous
Replication (SCR). SCR is designed to provide organizations with redundancy and site
resilience and uses log shipping technology to support Exchange Server failover to a
standby Exchange. During failover, the SCR target files are mounted on the Standby
Exchange Server for access by Outlook clients. SCR performs using the Exchange
Management Shell and scripts.
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Mimosa offers an alternative to Exchange 2007 SCR with the NearPoint Disaster
Recovery Option with fewer restrictions and easy operation. The NearPoint DR Option
replicates the Exchange database files managed on the NearPoint server to a standby
Exchange Server without restrictions on Exchange versions, Storage Groups and with-
out scripts and manual steps. The NearPoint DR Option provides a built-in solution for
- protecting Exchange data in a cost-effective and easy-to-manage solution.
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Mimosa NearPoint improves disaster recovery for Microsoft Exchange Server.

= Flexible, cost-effective configuration allows for less costly server, commodity storage
and network provisioning

= Non-invasive to Exchange; does not require any agent software installed on
Exchange
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= Easy management; no complex WAN cluster management
= Failover is fully automated without scripts or manual steps

Mimosa NearPoint can be used in conjunction with SCR with no interference; but the
data protection features of SCR are performed by NearPoint with fewer restrictions and
using a graphical user interface (no scripting).

. The following is a feature-by-feature comparison of Exchange SCR and Mimosa
NearPoint.
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Exchange 2007 SCR

The log shipping technology that SCR uses is
a continuous process and uses a pull model.
As soon as a new log file has been closed
and names with the next generation sequence
log file, number, the Exchange Replication
Service running on the SCR target pulls the
closed log file from the SCR source computer.

Mimosa NearPoint
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Mimosa NearPoint performs in the same
fashion and pulls log files from the primary
Exchange Sever as soon as a new log file has
been closed.

No agent software is installed on Exchange
Server.

The target for SCR is either a standalone
Exchange Mailbox Server or a node in an
Exchange failover cluster.

Each SCR source can have an unlimited num-
ber of SCR targets. No more than four targets
are recommended by Microsoft.

Mimosa NearPoint serves as the target and
is not running Exchange Server software.
Exchange Storage Groups and all the files
are stored on the NearPoint disks.

The NearPoint DR Option supports replica-
tion to a Standby Exchange Server

Both the source and the target Exchange
computers must be running Exchange 2007
SP1 and they must be running the identical
operating system (Windows Server 2003 or
2008).

Mimosa NearPoint runs on Windows Server
2003 and supports Exchange 2007, 2003
and 2000.

NearPoint supports different versions of
Exchange simultaneously.

SCR in the Standard Edition of Exchange
2007 supports a maximum of 5 Storage
Groups. SCR in the Enterprise Edition of
Exchange 2007 supports a maximum of 50
Storage Groups.

Mimosa NearPoint supports unlimited Storage
Groups.

SCR supports one Mailbox Store per Storage
Group.

Mimosa NearPoint supports the maximum of
five Mailbox Stores per Storage Group.

SCR source and target computers must be in
the same Active Directory domain.

Mimosa NearPoint supports Exchange Servers
in a single Domain and in multiple Parent-
Child Domains.

SCR target files cannot be backed up. Back-
ups are performed on the SCR source files,
which causes the database headers for SCR
targets to be updated and log files truncated.

Backups are performed nightly on NearPoint
independent of the Exchange backups. There
are no restrictions.

SCR is enabled using the Exchange Manage-
ment Shell using commands such as,

Enable-StorageGroupCopy
ReplaylLagTime
TruncationLagTime
SeedingPostponed

Mimosa NearPoint log shipping is enabled
via a GUI and check box. No scripting.

Outlook 2007 messaging clients connect to
the target Exchange Server after AD repli-
cation and the Autodiscover features in
Exchange 2007.

Outlook 2003 and earlier versions require
the users profile be updated manually.

The NearPoint DR Option supports failover to
the Standby Exchange Server and automated
Outlook client re-direction for Outlook 2003
and 2007.
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PST File Elimination

PST files are a very popular way for end users to store email locally on desktops and net-
work file servers. PST files help reduce the amount of email managed on the Exchange
Server and are often necessary to stay below quota limits. Users also enjoy being able
to access email when they are not connected to Exchange Server. Exchange 2007
introduces expanded storage capacity and will support GB size mailboxes, but users
will continue to use PST files for the benefits described.
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PST files create a very difficult challenge for legal discovery. Because they exist as
independent files, they are not tracked by Exchange and can be easily lost. The email
data they contain is very critical for compliance and corporate intellectual property,
SO organizations require a better way to manage them and make sure the data they
contain is protected.
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The Mimosa NearPoint PST Archiving Option archives PST files into the NearPoint
archive. With the PST Archiving Option, PST files are automatically located across
many servers and laptops, mapped to a given user account, and actively imported (or
ingested) into the NearPoint archive. Using easy-to-use wizard-driven menus, adminis-
trators manage all aspects of PST archiving using a dedicated PST Archive management
console.
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Once PST files are loaded into the NearPoint archive, the PST data can be viewed by
its original folder hierarchy and searched by auditors to support legal discovery. By
using the PST Archiving Option, administrators can eliminate the need for PST files all
together. Users can continue to access all their PST information using the self-service
search tools provided by NearPoint.

®
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Unified Messaging Management

Exchange 2007 introduced a new unified messaging server role that integrates voice
mail audio files with Exchange as email attachments. Users will enjoy accessing all
voice, fax, and email data from one Inbox. Administrators need to carefully plan for
the impact unified messaging data will have on Exchange mailbox capacity. Mimosa
NearPoint provides multiple features to manage the storage impact of unified messaging
data as one part of its tools for mailbox management.
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= For organizations who wish to exclude voice mail data from the NearPoint archive,
NearPoint provides data exclusion policies that manage email data by message
class or folder type, or one can exclude entire mailboxes
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= For organizations that wish to retain voice mail data in the archive and still control its
w storage utilization, NearPoint Mailbox Extension can be configured to automatically
manage storage limits by age and size

Using a combination of these policy driven features, administrators can control and
manage archive storage levels and experience no impact by new data types like unified
messaging.
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Exchange Version Support

A major change to Exchange 2007 is the move to a 64-bit operating system platform.
This important change ushers in a new level of performance and scalability for Exchange
Server. Mimosa NearPoint supports Exchange 2007 SP1 as a 32-bit application running
on a 64-bit Windows Server OS and continues to support Exchange 5.5, 2000 and
2003 on 32-bit OS versions.
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NearPoint supports the latest Outlook and Outlook Web Access (OWA) version 2007
and continues to support Outlook versions 2000, 2002 and 2003 for all features
including Self-Service Restore™ and Mailbox Extension.

‘“ADOVIAIN NI

Conclusion

Mimosa NearPoint for Microsoft Exchange Server supports Exchange 2007, and extends
key functionality in the areas of compliance, legal discovery, storage management, and
recovery.
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Customers using Microsoft Exchange Server 2007 can use Mimosa NearPoint to meet
laws and regulations for compliance. Using the powerful search tools in NearPoint, legal
discovery of historical email can be performed in a fraction of the cost of searching
backup tapes. NearPoint also provides important features to reduce total Exchange
storage and can perform Exchange recovery at all levels (e.g. database, mailbox and
individual message level).

Mimosa NearPoint is the essential tool to help optimize Exchange Server 2007.
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Find out More

For more information about Mimosa Systems and how NearPoint can help solve your
archiving, eDiscovery, recovery and storage management issues, contact Mimosa at
408.970.9070 or visit our web site at www.MimosaSystems.com.

© 2008 Mimosa Systems, Inc. All rights reserved worldwide. Mimosa and NearPoint are trademarks of Mimosa Systems Inc. in the United States and
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